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Healthcare monitoring: How to balance ethical
obligations that push us in opposite directions

PUSH TOWARDS monitoring: 
• Most frail citizens living independently 
want to be looked after 

• They will tell us that they want  others to 
check on them – family, friends, care-
workers

• Modern ambient and wearable
technologies: fairly reliable and 
inexpensive

2



DTUDate Title 3



DTUDate Title 4



DTUDate Title

Is privacy really a concern - or is it researchers in 
search of a problem? 

Example: (study from Skåne: Nymberg et al 2018) Eight categories emerged from the [focus group 
interviews with 15 patients from three pri-mary health care centers]: 

1. ‘E-health – a solution for a non-existing problem?’…
2. ‘No experience with e-health’, 
3. Lack of will, skills, self-trust / mistrust in technology’, 
4. ‘Organizational barriers’, 
5. ‘Wanting and needing to move forward’, 
6. ‘Concerns to be addressed for making e-health a good solution’, 
7. ‘Potential advantages with e-health vs. standard healthcare’ 
8. ‘Need for speed, access and correct comprehensive information’.  

PRIVACY or synonyms not mentioned
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So, for most frail independently
living citizens in need of healthcare
attention: privacy not necessarily a 
burning or even noteworthy problem
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Still, a large number of studies show that the elderly
are concerned about loss of privacy

… the respondents [21 persons, (mean age: 85) living 
independently at home] were willing to compromise their 
privacy if their autonomy and personal integrity were 
respected and if the benefits of sensor-based 
monitoring outweighed health-related threats
(Ehrari, Ulrich, Andersen 2020)
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Example quotes
…. seniors want health-related ICT that gives them independence, safety, and 
security, allows them to socialize and manage their own health, and helps them 
in their daily activities…. Lack of privacy and safety and stigma are some of the 
reported barriers  
(Vassli & Farshchian, 2017)
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Care needPrivacy need

Progression 
of frailty

Progression 
of technology

?
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What data may caregiver organisations 
collect from in-home monitoring ? 

Sensitive personal data  (GDPR) 
• Details of racial or ethnic origin.
• Political, religious or philosophical beliefs.
• Trade union affiliation.
• Genetic / biometric data to uniquely

identify a natural person.
• Health details.
• Information about a person's sex life or 

sexual orientation.

Non-sensitive personal data:
• gender, date of birth, place of birth and 

postcode.

Personal data that in combination can
identify a person:
• Name & surname. Email. Location data. 

Home address. IP address ….
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Martinez-Martin et al  Lancet Digit Health 2021
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Kind of data a caregiver organisations may collect
via in-home monitoring
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A staged Risk Governance Model  
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A staged Risk Governance Model  
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Risk Governance: how to identify, assess, 
manage and communicate risks; how risks 
are dealt with; protocol for decisions on 
risk tradeoffs …; who is accountable
Risk Management: Ensure resources, 
capabilities and services 
Risk and Benefits Assessment: What shall
users expect? What can go wrong? 
Risk Agreement / Informed Consent: protocol
for the informed consent proces. 
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Tack/Tak/Takk/Kiitos !
Kysymyksiä / Any Questions ? 
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